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API Authentication Vulnerability 
April 2019 

 
Summary 

It was discovered that functionality exposed by way of our Prism API provided 
inconsistent authentication requirements depending upon the endpoint being utilized.  
There are currently no customer reported instances of this exploit. 
 
Customers who use automation around Prism APIs may notice authentication issues with 
existing scripts that utilized the modified endpoints. 
 
Nutanix recommends all customers upgrade their systems immediately to a version listed 
below. 

Affected Products 
This table lists the minimum version where the fix is applied.  An update to a version listed 
below, or any newer release than the version below, will resolve the issue. 
 
Nutanix Products	

Product Fix Release 
AOS The issue is resolved in the following releases or beyond: 

5.10.3	
5.5.9.1 

 
	
Hardware 
Not affected. 

 

Advisory ID: nutanix-sa-013-apiauth  
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Third-Party Products 
Not affected. 
	

Workaround 
No workaround exists for unpatched systems.  Nutanix recommends you update to a 
version listed in this advisory immediately. 
 

Sources 
None 
 
 
If you have questions, please open a case with Nutanix Support at 
http://portal.nutanix.com, or by calling Support at the phone numbers on the website 
http://www.nutanix.com/support.  
 
Thank you for being a Nutanix customer. 
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